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Notifications

Pre-defined queries

API production
process

BMS / FMS /
Lab system etc.

Checklists

Windows
security log

Reports

Door access
system

User defined queries

Vendor specific audit trail formats

Predefined and bespoke 
queries are run auto- 
matically, via external 
triggers or by request 
from user

Based on findings from 
queries, relevant users 
are notified in the system 
or via mail, or various 
relevant reports are 
generated

Collected data 
are automatically 
analyzed and 
reported to user

Converts known 
and “unknown” 
formats to a well 
defined format

Known and well
defined format

‘ENGINE’
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AUDIT TRAIL
DATABASE

Log

Analyzing

Database

Curre
nt status 

available at all 

tim
es

Less man-hours 

spent

Better compliance
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Operational advantages

	Pre-defined searches can be validated once, and reused 
	 endlessly

	Easy correlation between logs possible, not based on people to 
	 overview many logs at the same time

	Leaving active search in favour of passive event driven reaction 
 	 to abnormalities (notifyer)

	Always on time with reviews as planned

	More “online” view of things via dashboard and system reports 

	No more spot checks, 100% every time according to developed 
 	 rules

	No dependency of individuals to provide a uniform review

	Long term cheap solution

	More interesting assignments, staff can be used for better 
	 purpose

No more...

Technical advantages

	Define an “engine” once, and reuse endlessly 

	Flexible interface provides a structured method for 
	 developing new “engines”

	Well known data format, provides basis for pre-defined 	 	
	 structured search

	All data available for user defined correlated searches

	Reoccurring, automatic timed searches
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 ...manual review  ...delayed review  ...angry QA


